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0 Personnel monitoring system.

© A personnel monitoring system (30) includes a

transmitting or transponding unit (44) that is worn or

carried by the individual being monitored, and which

periodically, or upon request, transmits a uniquely

encoded signal (42) that identifies the person being

monitored, as well as information about the condition

or activities or the person being monitored as

sensed by sensors (43), coupled to the transmitting

unit (44). The system also includes a field monitoring

device (FMD) (46), that is positioned near the person-

al being monitored, or at a location where the person

^ being monitored should be found and a central pro-

cessing unit (CPU) (34), that automatically, or by

q request, receives and interprets data from the FMD.

C*)A communication link between the FMD and the

CPU may be by way of existing telephone lines (36)

Iflor other telecommunicative links.
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PERSONNEL MONITORING SYSTEM

The invention relates to a Personnel monitoring

system.

More particularly, the present invention relates

to an ADaptable Electronic Monitoring and Iden-

tification System (hereafter "ADEMIS") comprising

a plurality of hardware and software modules. Ad-
vantageously, such an approach provides a great

deal of flexibility in configuring a desired system

that addresses the particular needs of a given

application, such as the needs of the correction

industry (prisons, jails, and other correctional

and/or supervisory institutions). However, as will be

evident from the description that follows, the flexi-

bility provided by the system of the invention

makes it well suited for use in applications other

than the correction industry, such as medical,

home health care, security and similar systems

where individuals need to be monitored and super-

vised.

Personnel monitoring systems used by law en-

forcement or other supervisory agencies, such as

hospitals, are known in the art. Heretofore, how-

ever, such systems have been limited to monitor-

ing the location of a designated individual, usually

for the purpose of physically confining the Individ-

ual to a designated area, such as a prison or jail; or

such systems have monitored a particular medical

parameter, such as heart rate, of an individual at a

known location.

Since early times, most civilisations and soci-

eties have found it necessary to confine certain

individuals, typically those found guilty of commit-

ting various crimes, to a prescribed area. The earli-

est monitoring systems were simply a cage or

building in which the individual was placed, and
around which guards were posted to physically

watch the individual to make sure that he or she
did not escape. Most of the jails and prisons used
today are simply an extension of such practice.

In recent years, however, with the overcrowd-

ing of prisons and jails, and with the increased cost

of constructing and staffing new prisons and jails,

alternatives to physical confinement have been
sought. One such alternative has been an elec-

tronic surveillance system which electronically de-

termines whether a tagged individual remains with-

in a prescribed area that is monitored with sophisti-

cated electronic surveillance equipment.

US-A-3478344 described an early attempt at

such an electronic monitoring system for keeping

track of the location of prisoners within a specified

boundary. This is accomplished through the use of

Portable battery-powered RF transmitters, mounted
on the wrists of the prisoner being monitored, and
an array of directional antennas positioned around

the boundary area. These antennas are able to

determine the location of a transmitter (and hence
the location of the prisoner wearing the transmitter)

with respect to the antenna array. Thus, trained

5 guards operating the antenna array and associated

electronic equipment can keep track of the location

of specific prisoners within the boundary area.

Such a system thus attempts to replace the phys-

ical walls and fences of a prison with electronic

70 walls and fences. Unfortunately, the system de-

scribed does little, if anything, to physically prevent

the individual from leaving the electronically con-

fined area, other than to alert the guards of an exit

from the area. Thus, the guards are not replaced

is by the system, merely aided by it; and the overall

cost of constructing and operating such a monitor-

ing system, as compared to the cost of construct-

ing and operating a conventional prison, is not

much improved.

20 More, recently, a "house arrest" system has

been developed and used by many law enforce-

ment agencies to enforce parole requirements or to

impose "house arrest". A paroled individual is typi-

cally required to remain in a prescribed geograph-

25 ical area, e.g. within a given city, for a set time and
to regularly report to his parole officer. An individ-

ual placed under house arrest is typically required

to remain at a specific location, often his own
house or building, for a prescribed period of time.

30 A "house arrest" system advantageously allows

both functions to be readily performed.

The house arrest system of the prior art in-

cludes an electronic ankle tag that is unobtrusively

fitted on the individual to be monitored. The tag

35 includes a transmitter that periodically, or upon
receipt of an interrogation signal, transmits an iden-

tification code over a short distance. Such tag may
also include anti-tamper features that protect its

electronic circuits from being altered, and that de-

40 tect any attempts to remove the tag. The house

arrest system may also include a field monitoring

device, or FMD, that is placed at the location where
the individual is to be confined, or the location to

where the individual is to report on a regular basis,

45 such as his or her home. The FMD, or equivalent

device, receives the signal(s) transmitted from the

tag(s) and keeps track of which signals were re-

ceived when. (It is noted that the FMD may receive

signals from more than one tag if a plurality of

so individuals wearing such tags are present within the

location being monitored.) Periodically, e.g. three

or four times a day, the FMD makes contact with a

central computer, typically via a telephone line, and

reports which signals were received and the time

they were received. The report also includes any

2
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status information, such as any detected attempts

to tamper with the tag or the FMD. Because each

signal is uniquely encoded for a specific individual,

the central computer combines the information

contained in the reports received from all the

FMD's located throughout the city in order to pro-

vide a comprehensive report on the whereabouts of

each monitored individual at various times through-

out a given day. Such comprehensive report can

thus verify that a paroled individual has "checked

in" at a specific location (i.e., been in electronic

contact with a particular FMD) at a specified time;

and can also verify that an individual under house

arrest has remained at a specific location.

A house arrest system of the type described

above is marketed by B.I. Inc. of Boulder Colorado,

USA, under the name Home Escort System.

However, even the current Home Escort Sys-

tem marketed by B.I. Inc., as significant of an

advance in the art as it represents, fails to provide

more than location information about the tagged

individuals. It is not uncommon for the court or

supervisory agency to require, in addition to, or in

place of, restrictions on physical movement, other

restrictions, such as abstinence from drugs or al-

cohol. Hence, there is a need in the art for a

personnel monitoring system that not only provides

location information about supervised individuals,

but that also selectively provides status and com-

pliance information concerning such individuals,

such as whether such individuals are refraining

from consumption of alcohol and drugs.

It is also known in the electronic monitoring art

to monitor the medical condition of a patient so that

appropriate medical personnel can be alerted im-

mediately in the event of a medical emergency,

such as a heart attack. In US-A-3898989 there is

described such a system in which critical body

functions are monitored through the use of special

sensors placed on the individual which are coupled

to a special transponder unit worn by the patient.

The transponder unit is triggered by an interrogat-

ing signal, whereupon the information sensed by

the sensors is transmitted in real time to a receiver.

In this way the receiver is able to remotely monitor

certain body functions, but no location information

is included. Further, only critical and easily sensed

body functions are monitored, such as heart rate

and respiration rate. There is no suggestion that

other body functions, such as those that might

indicate consumption of drugs or alcohol, be mon-

itored, and there is no suggestion that such moni-

toring be done for any purpose other than provid-

ing aid for a dangerous medical condition.

A further shortcoming of prior art electronic

monitoring devices relates to their fixed configura-

tion, resulting in inflexibility in their use and ap-

plications. Each system is typically designed for a

specific monitoring purpose, and is accordingly

configured for that specific monitoring purpose.

Any modifications or changes that are desired or

needed within the system often result in a com-

5 plete redesign of the system, thereby providing yet

another expensive inflexible system that meets the

needs of just one application. This inflexibility can

especially be a problem where several different

governmental or supervisory agencies are involved,

jo each having its own unique set of requirements

relating to what must be monitored and how it must

be reported. Hence, there is a need in the art for a

flexible electronic monitoring system that can be

readily and inexpensively adapted to suit the moni-

75 taring and reporting needs of a specific supervisory

agency.

According to the invention there is provided a

personnel monitoring system for monitoring the

compliance of a designated individual with a pre-

20 scribed activity comprising sensing means carried

by the individual in a tag for sensing whether the

individual is engaging in said prescribed activity;

transmitting means carried by the individual and

coupled to said sensing means for transmitting a

25 unique identifying signal that indicates whether the

occurrence of said prescribed activity has been

sensed since said unique identifying signal was last

transmitted; local receiving means for receiving and

preliminarily processing said identifying signal, in-

30 eluding logging the time periods during which each

unique identification signal is received; remote pro-

cessing means for interrogating said local receiving

means on a regular basis and for receiving there-

from the preliminarily processed and logged data

35 relating to said identifying signal received by said

local receiving means since said remote process-

ing means was last interrogated by said remote

processing means, and for further processing and

interpreting said preliminarily processed and

40 logged data; and report generating means within

said remote processing means for generating a

report that indicates the time periods during which

the individual engaged in the prescribed activity.

The invention provides a low-cost, flexible, reli-

45 able, electronic personnel monitoring system that

can comprise a collection of electronic and soft-

ware modules and associated computer hardware,

and that can be configured to best fit the needs of

a particular monitoring or identification application

so by merely selecting the appropriate modules that

need to be a part of the system for the particular

application at hand. When the appropriate modules

and related hardware are thus selected and com-

bined, a versatile monitoring and identification sys-

55 tern is provided that can be used by law enforce-

ment agencies, or other supervisory agencies,

charged with the task of remotely and unobtru-

sively monitoring the location, condition, and activi-

3
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ties of a large number of ambulatory individuals

located within a relatively large geographic area.

Such area may include an entire city, county, state,

or other governmental jurisdictional area. The sys-

tem advantageously provides the flexibility to allow

such monitoring to occur from a central location, or

from several locations.

The system of the invention avoids the dis-

advantages of prior art systems by providing flexi-

bility in how the system is configured. No longer

must an agency (user of the system) choose a

monitoring system that is "too much" or "too little"

for the application at hand. Rather, a system that

"just fits" the immediate needs of the agency can

be obtained by selectively incorporating into the

system only those software and hardware modules

and related equipment that are needed to support

the monitoring task at hand. Further, as the moni-

toring and identification needs change, the system

can be readily upgraded or expanded to meet

those changing needs by merely adding or deleting

modules (software and/or hardware). All modules of

the system will be fully compatible with each other,

and thus there need never be any concern that

portions of the system will become obsolete.

A significant advantage of the system de-

scribed herein is the flexibility it provides to its user

to allow different levels of security and monitoring,

at different times during a monitoring schedule, so

as to optimize the availability of a desired or need-

ed performance level at a minimum cost Thus, a

user of the system, such as a governmental agen-

cy, can keep an offender out of prison for a longer

period of time for less cost based on a progression

of monitoring levels.

Another significant feature of the system of the

invention is that it can be selectively configured in

a way that not only monitors and identifies location,

which remains an important variable to monitor, but

also selectively monitors other prescribed informa-

tion about the individual(s) being monitored. Such

"other prescribed information" relates to whether

the individual is complying with mandated restric-

tions or activities, such as might be ordered by a

court of law, a physician, or other supervisory per-

son or agency. For example, restrictions that might

be imposed relate to abstinence from drugs, al-

cohol, or other controlled substances that are illegal

or that might cause life-threatening behavior. Activi-

ties that might be monitored, either to determine

their occurrence or non-occurrence, relate to main-

taining a minimum level of exercise and personal

hygiene, excessive regurgitation (as might occur,

for example, for someone suffering from an eating

disorder, such as bulimia), appropriate sleeping or

resting periods, episodes of violence (such as

might occur during spouse or child abuse), or the

like. Advantageously, the system is such that all

such restricted or mandated activities can be selec-

tively monitored in an unobtrusive and inexpensive

manner from a central location, or from several

remote locations in communication with a central

5 location.

The monitoring system herein described in-

cludes the basic elements of the location-determin-

ing monitoring systems of the prior art, i.e.: a tag or

transmitting unit that is worn or carried by the

jo individual being monitored, and that periodically

transmits a uniquely encoded signal that serves to

identify the person being monitored; a field moni-

toring unit, or FMD, that is selectively positioned

near the person being monitored (or at the location

?5 where the person being monitored should be

found) to receive the signals transmitted from the

tag or transmitting unit; and a central processing

unit, or CPU (sometimes referred to as a "host"

CPU), that automatically or by request receives

20 information from the FMD from which desired com-

pliance and non-compliance reports are generated.

Unlike the prior art systems, however, the

transmitting tag of the system of the invention may

be selectively configured to assume a transponder

25 mode of operation wherein it transmits its identify-

ing signal only upon receipt of a request signal

from the FMD. The FMD, in turn, may be config-

ured as a "dumb" device in that it need only relay

signals (after amplification and buffering) between

30 the tag and the host CPU. When thus configured,

all of the intelligence of the system resides at the

host CPU, and the host CPU determines the appro-

priate time to request the FMD to request a signal

from the tag, which signal (after receipt by the tag)

35 is immediately transferred on to the host CPU for

logging and processing. Alternatively, and as de-

scribed in the prior art, the FMD can be selectively

configured as a "smart" device, in that it can

perform many of the requesting, processing and

40 logging tasks that would otherwise have to be

performed by the host CPU.

Further unlike the prior art systems, the system

of the invention can selectively include appropriate

sensors or electrodes that are incorporated within

45 or otherwise coupled to the

transmitting/transponder tag. These sensors moni-

tor selected body functions or parameters, such as

heart rate, temperature, ankle diameter, posture,

amount of skin perspiration, muscle movement

so (activity), and the like, and provide the sensed

information to the transmitting circuits of the tag.

There, this information is appropriately included

within the identifying signal that is periodically

transmitted by the tag unit. The FMD receives this

55 information, and, if configured as a "smart" device,

logs it, compiles it, and forwards it on to the CPU

at the appropriate time or upon request. (If the

FMD is configured as a "dumb" device, this in-

4
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formation is only obtained from the tag upon re-

quest by the CPU, and the information is imme-

diately passed on to the CPU.) The CPU, in turn,

processes the information in order to interpret it

and to provide to the user of the system an indica-

tion of the location, condition, and activities of the

monitored individual. Further, if desired, the host

CPU produces written reports that identify the com-

pliance or non-compliance of each monitored in-

dividual with the imposed restrictions..

Still further unlike the prior art. the

transmitting/transponder tag used within the moni-

toring system of the invention provides various

options that can be readily selected at the factory

in order to allow an otherwise "standard" transmit-

ting tag to be used for different monitoring applica-

tions. One such option, as already discussed, re-

lates to whether the tag operates in a transmitting

mode (periodically, e.g. every 90-120 seconds, the

tag transmits an identification signal, modulated

with other sensed information) or a transponder

mode (transmits its identification signal, modulated

with other sensed information, only upon receipt of

a request from the FMD). Similarly, different mod-

ules or function packs may be easily inserted into a

"standard" FMD. at the factory and/or at the time

of installation, in order to "customize" the FMD for

a particular monitoring application. Likewise, dif-

ferent application programs may be readily se-

lected or loaded into the host CPU, or other CPU's

coupled to the host CPU, in order to direct the

CPU(s) as it interprets the data received from the

various FMD's, each of which may be monitoring

individuals for a different application, and prepares

the various reports needed by the different supervi-

sory agencies having an interest in the individual

being monitored.

Thus, the personnel monitoring system of the

invention can provide the user of such system with

a great deal of flexibility in how the basic monitor-

ing system is configured in order to monitor a wide

variety of activities. Such flexibility is realised by

constructing the system from modules of hardware

and software elements that are combined together

in order to fit the application need a hand.

The system of the invention can be easily

upgraded from one configuration to another.

Further, the system of the invention is a flexible

system that can measure the compliance or non-

compliance of the monitored individual against a

prescribed performance or behaviour standard.

The system of the invention can include the

ability to monitor the location and/or activities and

condition of the individual being monitored as a

function of time, thereby advantageously allowing a

determination to be made as to the relative time

periods during which compliance or non-compli-

ance of a prescribed standard has occurred.

Further the system of the invention can be

provided at a reasonable cost, thereby allowing

supervisory agencies to better meet their steward-

ship obligations of monitoring and watching over

s those individuals charged to their care.

The invention will now be described by way of

example with reference to the drawings, in which:-

Fig. 1 is a block diagram of the basic hard-

ware elements associated with a monitoring system

io according to the present invention;

Fig. 2A is a top X-ray view of a wrist em-

bodiment of a transmitting/transponder tag for use

in a system according to the invention;

Fig. 2B is a side sectional view of the tag of

15 Fig. 2A;

Rg. 2C is a cross-sectional view of the band

of the tag of Fig. 2A taken along the line 2C-2C;

Rg. 3 is a perspective view of an ankle

embodiment of a transmitting/transponder tag for

20 use in a system according to the invention;

Fig. 4A is a block diagram of one embodi-

ment of the electronic elements and circuits con-

tained within a tag for use in a system according to

the invention;

25 Rg. 4B is a representation of the bit pattern

that may be used within a signal generated by a

transmitting/transponder tag as used in a system

according to the invention;

Rg. 5 is a perspective view of one embodi-

30 ment of a field monitoring device for use in a

system according to the invention;

Rg. 6 is a block diagram of one configura-

tion of electronic elements and circuits contained

within the device of Rg. 5;

35 Rg. 7 identifies various software submodules

that may be used within a host CPU in a system

according to the invention;

Rg. 8A depicts how the software modules of

Rg. 7 may be combined to produce varying con-

40 figurations of monitoring system;

Rg. 8B depicts how various hardware mod-

ules may be configured in order to add flexibility to

the system of the invention;

Rg. 9 is a Table showing how various body

45 parameters are affected by engaging in certain

activities:

Rg. 10A and 10B depict one technique that

is used to measure the amount of swelling of a leg

or ankle:

so Rgs. 1 1 A and 1 1 B illustrate two circuits used

with a piezoelectric element, either one of which

may be used to sense a desired function, such as

pulse rate or activity;

Fig. 12 shows one approach of using two

55 tags on the same individual for the purpose of

sensing various physiological parameters, such as

heart rate;

Rg. 13A is an organisational chart for a

5
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particular monitoring system according to the in-

vention, illustrating various categories of sub-

systems and submodules that are therein;

Fig. 13B is a chart of the system of Fig. 13A

detailing the software processing requirements s

thereof;

Fig. 13C is a chart of the system of Fig. 13A

detailing the hardware requirements thereof;

Fig. 1 3D is a chart of the system of Fig. 13A

detailing the user documentation, maintenance and to

support, installation and training, and system test

simulator requirements thereof; and

Fig. 14 is a block diagram of the hardware

components of a "programmed contact" embodi-

ment of a system according to the invention. rs

Like numerals are used to represent like parts

of elements throughout the drawings.

Referring first to Fig. 1 , there is shown a block

diagram of the basic hardware used in a personnel

monitoring system 30 in accordance with the 20

present invention. The system 30 includes one or

more remote monitoring areas 32 and at least one

central processing unit (CPU) 34. The CPU 34 is

coupled to the remote monitoring area 32, in accor-

dance with the embodiment shown, by way of a 25

telephone line 35. One or more conventional tele-

phone switching stations 38 couple the telephone

line 36 to the CPU 34.

Within each remote area 32, which area 32

may be a house or other conventional building, 30

there is included at least one field monitoring de-

vice (FMD) 40. The FMD 40 receives signals

(represented as wavy arrows 42 in Fig. 1) from a

transmitting tag unit 44. Depending upon the con-

figuration selected, these signals may be transmit- 35

ted periodically by the tag unit 44, e.g., every 90-

120 seconds, or they may be sent only in response

to a request signal 45 received from the FMD 40.

These signals 42 contain information that uniquely

identifies the tag 44 from which the signal origi- 40

nates, and that indicates the status of the circuits

internal to the tag, including whether such circuits

have sensed an attempt to remove the tag. Further,

the tag may be selectively configured to include

one or more sensors 43 that sense prescribed 45

conditions associated with an individual on whom
the tag is placed. For example, one application of

the monitoring system may require that the pulse

rate and amount of perspiration of the individual be

monitored so that a determination can be made as 50

to whether such individual is taking drugs (in which

event these monitored rates would change in a

quite predictable fashion). The signals 42 transmit-

ted from the tag 44 advantageously contain in-

formation about the condition sensed by the 55

sensor(s) 43 relating to these or other parameters,

in addition to the identification and status informa-

tion referred to above.

Depending upon the particular characteristics

of the remote monitoring area 32, the monitoring

system may also include a repeater circuit 46 that

can be selectively positioned within the area 32.

The purpose of the repeater circuit 46 is to receive

the signals 42 from the tag 44 and to retransmit

these signals, after a short delay, to the FMD 40 in

order to eliminate dead spots. Such retransmitted

signals are identified in Fig. 1 as signals 42'.

It is noted that more than one FMD 40 may be

located within the remote monitoring area 32,

thereby eliminating the need to install the repeater

46. For example, one embodiment contemplates

that there will be one FMD for every telephone

within the area 32. Most of these telephones

(assuming there is more than one) will likely share

the same telephone number. However, each FMD
will have a unique identification number or code

associated therewith. Thus, while the host CPU 34

will, in effect, have all such FMD's on the line at

the same time once it calls the telephone number

associated with the area 32, it can still "talk" to just

one FMD at a time by identifying such FMD using

its unique code.

Still referring to Fig. 1, only one tag 44 is

shown within the remote monitoring area 32. How-

ever, the system contemplates that a plurality of

tags 44 positioned within the monitoring area 32

could be monitored by the same FMD 40 (or

collection of FMD's), with each tag generating its

own unique signals at periodic intervals or upon

request.

Further, it is noted that some configurations

may require the use of a second tag 33 fastened to

the same individual as in the primary tag 44. As

will be explained hereinafter, one such tag can be

fastened to the wrist, for example, and the other

tag can be fastened to the ankle. The main pur-

pose of this second tag 33 is to assist the primary

tag 44 as it monitors certain body parameters. For

example, the body of the individual, for electrical

purposes, may be considered as a resistance 35.

Changes or variations in this resistance can be

measured between the tag 44 and the tag 33 in

order to determine certain physiological param-

eters, such as heart rate, respiration rate, muscle

tissue activity (muscle stretching and contracting),

and the like.

Advantageously, the CPU 34 can be coupled

through the telephone communication link, or other

appropriate communication links, to a large number

of remote monitoring areas. Typically, the CPU 34

will randomly or sequentially poll each of the re-

mote monitoring areas with which it can establish a

communication link. Once a communication link is

established, all of the data stored within the FMD
40 since being last polled (assuming a "smart"

FMD is configured) can be transferred to the CPU
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34. Alternatively (assuming a "dumb" FMD is con-

figured), the FMD can initiate request signal 45,

and wait to receive the signal 42 that is generated

by the tag in response to such request signal. The

received signal 42 can then be transferred directly

to the CPU. In either event, all of the information

contained in each identification signal 42 can even-

tually be transferred to the CPU 34, at which loca-

tion it is interpreted and processed so that mean-

ingful reports can be generated indicating the loca-

tion, condition, and activities of a particular individ-

ual carrying a known tag 44.

The hardware associated with the CPU 43 can

be selectively configured to meet the needs of the

particular user or agency of the system. Typically,

at least a printer 50 and a terminal 48 {which

includes a keyboard or equivalent) are coupled to

the CPU 34 in order to monitor and alter, as

required, the CPU operation as it carries out its

function of gathering and interpreting data from the

various remote FMD locations. Additional peripheral

devices, such as a disk storage memory 35, or

equivalent, may also be coupled to the CPU 34.

Further, additional terminals or microcomputers 47

and 49, and an additional printer 51, may all be

coupled to the CPU 34 in order to form a local area

network, each terminal having access to all of the

data held in the CPU 34. Typically, such terminals

47 and 49 will be "smart" terminals, or equivalent

(such as personal computers) and each terminal

would thus be able to generate its own unique

reports based on the data made available by the

CPU 34.

Further, in some configurations, it is possible to

couple CPU 34 with a second CPU 39 via an

appropriate communication link, such as a tele-

phone line. Additional peripheral devices 53 and

55, associated with CPU 39, could thus provide

additional flexibility in how the system is utilized.

Moreover, in addition to coupling the two CPU's

together, CPU 39 could independently access the

FMD 40, or other FMD's, in order to collect desired

data from the various remote areas where the tags

are located. Thus, for example, CPU 34 could be

maintained and operated by a first agency, such as

the Parole Department of the State Correction's

Agency; and CPU 39 could be maintained and

operated by a second agency, such as a local

Police Department. The two CPU's could thus op-

erate independently, if desired, or they could be

programmed to communicate with each other on a

periodic basis in order to verify and/or share the

data collected from the various remote areas 32,

and to flag any discrepancies found in such data.

Still referring to Fig. 1 , the tag 44 includes a

control module 45. installed at the manufacturing

facility, that adapts or controls the basic circuits of

the tag so that a desired monitoring function may

be carried out. For example, some applications

may require that the anti-tamper circuits of the tag

be enabled, while other applications may not Simi-

larly, some applications may require the use of two

s or three sensors, all of which may be incorporated

into the housing of the tag 44, while other applica-

tions may require the use of only one sensor. The

control module 45 can quickly configure the tag to

the needed configuration. For some applications,

jo the control module 45 may be realized with simply

a jumper plug that interconnects certain control

terminals and disconnects others. For other ap-

plications, the control module 44 may require the

addition of read only memory (ROM) and some

15 limited random access memory (RAM), as well as

some very simple processing circuitry (such as a

clock), in order to properly interface with the var-

ious sensors 43 that are needed for that particular

application. However, for the most part, the basic

20 circuits of the tag 44 are the same regardless of

the application, thereby allowing the tag to be

manufactured in a uniform, consistent, cost-effec-

tive manner. Enhancements to the tag can then be

made by adding a selected- module or modules

25 thereto as required.

Similarly, the FMD 40, which is a

microprocessor-based device, or equivalent (such

as a custom LSI chip, includes therein a program

module 41 wherein the program that controls the

30 device is loaded. This program module 41 is typi-

cally realized with a ROM pack that has been

programmed at the manufacturing facility for a par-

ticular application. Advantageously, several ROM

packs can be preprogrammed at the factory, each

35 for a particular application, and the needed ROM
pack can be easily installed in the FMD during the

installation process of the FMD at the remote area

location. Alternatively, the ROM pack or program

module 41 can be installed during manufacture of

40 the FMD. Either way, the manufacture of the FMD,

for all applications, is reduced to a consistent,

controlled, cost-effective approach.

Referring next to Fig. 14. a block diagram of a

"programmed contact" embodiment of the present

« invention is depicted. This embodiment may be

used for applications where the individual being

monitored must "report in" at prescribed times.

Further, the embodiment contemplates that the tag

44' need not be worn by the individual (although

50 for some applications it may be worn). Rather, it

need only be carried by the individual, much as a

credit card or identification badge, and presented

to an FMD at a designated location at a prescribed

time. According to this embodiment, the tag 44

55 generates its identification signal 42 only in re-

sponse to a trigger signal 45 generated by the

FMD 40'. Typically, such a signal is generated

when a manual switch 144 on or near the FMD 40'
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is activated by the user of the tag. (Such a switch

may be activated automatically when the tag 44' is

placed within a holding receptacle or cradle 146.)

The activation of the switch 144 could also option-

ally activate other identification devices coupled to

the FMD, such as a video camera 148. The video

signal could then be transferred to the CPU loca-

tion, through the same communication link estab-

lished by the FMD, where it could' be used to

further identify the individual. In addition, appro-

priate biometric sensors 43 included within the tag

44 , or other biometric sensors 450 coupled to the

FMD 40 , could electronically or otherwise detect

other identifying parameters associated with the

individual, or the biomedical condition of the in-

dividual. Signals representative of the detection(s)

thus made could also be sent to the CPU, where

such signals could be used to positively identify to

the CPU that a designated individual -the one to

whom the tag 44' was assigned-appeared at the

FMD 40' from which the signal originated at the

time the signal originated. (Alternatively, the FMD
40' could time-log the signal(s) received from the

tag 44' or the video camera 148 or the sensors 43'

and 450, store these signals, and send them on to

the CPU at a later time, including the time at which

the signals were received.) Further, the biomedical

condition of the individual at the time of the ap-

pearance before the FMD 40 , as detected by the

biometric sensors 43 and 450 could be included in

the signals sent to the CPU. Parameters that could

optionally be included for sensing by the biometric

sensors 43 and/or 450 include voice, fingerprints,

breath analysis, and the like.

Referring now to Figs 2A, 2B, and 2C, there is

shown a top, side, and sectional view, respectively,

of a tag embodiment adapted to be worn on the

wrist of the individual being monitored. Straps 60

and 62 are connected to a main body 64 wherein

the electronic circuits 74 and battery 76 of the tag

are housed. Embedded within the straps 60 and 62

is a conductive strip 68. A fastener 70, attached to

one end of strip 62, allows the other end of strip 60

to be non-removably attached thereto. In this re-

spect, the straps and fastener of the wrist embodi-

ment shown in Fig. 2 are much like a typical

hospital identification bracelet that is issued to all

patients upon admission. Once fastened, the only

way to remove the device is to cut the strap.

The conductor 68 is preferably a simple flat

conductor running through the wrist strap that will

detect a tamper condition if the strap is cut or

shorted. This configuration is made, in accordance

with the preferred embodiment, by placing a thin

conductive strip on the inside of double laminated

plastic. Alternatively, the conductor 68 may be

made from an inner layer of conductive plastic

material or a painted on conductive material. The

conductors do not need to make electrical contact

with each other at the fastener end when the strap

is fastened on the wrist. All that need occur is for

the conductive strap 68 to create a capacitor at the

5 strap connection that enables an AC signal to pass

through to the other side. Using this approach,

either a cut or a short can be readily detected.

Electrical contact is made between the conductive

strip 68 and the electrical circuits 74 by poking a

to sharp pin 72 through the strap at the time the strap

is connected to the housing 64. Advantageously,

the strap can be inexpensively manufactured as a

separate item and sold to the user as a throw-away

part. At least one electrode 73 forms part of the

»5 underside of the housing 64. This electrode is in

electrical contact with the circuits 74 of the tag, and

is in contact with the skin of the wearer once the

tag is fastened. This electrode forms part of the

sensor 43 used to sense or measure specific body

20 parameters.

Fig. 3 shows a perspective view of a tag 44

that is adapted to be fastened to the leg (ankle) of

the user. The tag 44 of Fig. 3 is shown with its

strap 76 in its fastened position. Once so fastened,

25 special tooling is required in order to unfasten the

strap. A housing 78, inside of which the electrical

circuits and components of the tag are housed, is

contoured to fit the curvature of the ankle, thereby

allowing a comfortable fit between the tag and the

30 leg. It is noted that many of the features of the

wrist embodiment described above in connection

with Fig. 2 may also be incorporated into the ankle

embodiment of Fig. 3.

Fig. 4A depicts a block diagram of the elec-

35 trical circuits 74 of the tag 44 in accordance with

one embodiment of the invention. A battery 76

provides power for the device. A control module 44

plugs into the unit during its manufacture and de-

termines the configuration that the tag will assume.

40 In one configuration, a very low power receiver

circuit 80 is enabled to receive an interrogate sig-

nal 45 from the FMD 40. In response to receipt of

this signal, the encoder and tamper circuits 82

generate a digital word signal that is passed to a

45 transmitter circuit 84. The transmitter circuit 84

then generates the signal 42 (described in connec-

tion with Fig. 1) that is transmitted back to the FMD
through antenna 86. In a second configuration, a

clock circuit included within or enabled by the

so control module 44 causes the signal 42 to be

periodically generated, e.g., every 90-120 seconds.

The repetition rate at which the signal is generated

can be selected through the control module, and

can selectively be made either shorter or longer

55 than the 90-120 second repetition rate stated, de-

pending upon the particular application. The exact

repetition rate is not viewed as critical, and can

vary over a wide tolerance without impairing the
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performance of the tag.

As previously indicated, one or more sensors

or electrodes 43 are also incorporated into the tag

unit 44. The tamper logic that senses the capaci-

tjve coupling associated with the conductive strips

68 of the strap 60. 62 (wrist) or 76 (ankle) is

property considered part of the sensor circuits. For

some applications, this tamper sensor may be the

only sensor that is enabled. However, still other

applications may not require a tamper sensor, in

which case even this sensor may be disabled.

Other sensors that are contemplated as being in-

cluded in the tag 44 include an electrode 73, a

temperature sensor 88, and an activity sensor 90.

All of these sensors interface with the main logic

circuits 82 of the tag through appropriate sensor

circuits 92, th8 function of which circuits is primar-

ily to provide a suitable interface between the sen-

sor elements and the digital logic circuits.

The electrode 73 may be used as one of the

two points between which a body impedance mea-

surement is made, as described previously in con-

nection with Fig. 1. Alternatively, or conjunctively,

the electrode may be used to sense the amount of

moisture (perspiration) on the skin; and may even

be used in conjunction with other sensors in order

to analyze the content of such moisture. The use of

skin electrodes, such as electrode 73, is well

known in the art and will not be further described

herein.

The temperature sensor 88 is preferably an

integral part of the housing 64 or 78 of the tag, and

is positioned so as to sense skin temperature.

Temperature sensors are well documented in the

art, and accordingly no further details will be pro-

vided herein other than to indicate that temperature

sensing within the tag is preferably done on a

sampled basis, thereby preserving power.

The activity sensor 90 may be either a piezo-

electric element, or a mercury switch, or a com-

bination of the two. A piezo-electric. element, as is

well known in the art, generates an analog elec-

trical signal having a frequency and amplitude that

varies as a function of the intensity of the mechani-

cal forces to which the element is subjected. In

recent years, such piezo elements have success-

fully been incorporated into implantable pacemak-

ers, as detailed for example in US-A-4140132 and

US-A-4428378. Similar techniques as are described

in the noted documents can be used to incorporate

a piezo element in a tag unit 44.

A mercury switch is a switch similar to those

used in thermostats to sense a temperature

change. The switch simply consists of a bead of

mercury within an evacuated tube having elec-

trodes at the ends thereof and/or positioned along

the length thereof. As the device is subjected to

physical forces, the mercury bead moves within the

tube, thereby making and breaking electrical con-

tact between the electrodes. Hence, by monitoring

a pair of such electrodes, a determination can be

made as to the relative intensity of the physical

5 forces that are applied to the device. Further, such

a device can detect relative position, as a level,

because the mercury bead will always assume a

given orientation with respect to the gravitational

field. Accordingly, th8 devics can easily determine

10 if the individual carrying the tag has assumed a

standing up (vertical) position or a lying down

(horizontal) position. Further, without too much dif-

ficulty, the sensor could determine if the vertical

position were stable or unstable.

»5 In order to provide as much flexibility within the

tag as possible, yet in order to keep the circuitry

within the tag as simple as possible, it is con-

templated that the signal 42 transmitted to the FMD

40 will include, in addition to the identification bits

20 that identify the source of the signal, appropriate

sensor bits that indicate if a corresponding sensor

has sensed a parameter exceeding a prescribed

threshold. After each signal 42 is generated

(whether by request or periodically), the latches

25 (within the encoder and tamper logic 82) that de-

fine the states of these bits will be cleared. Thus,

the CPU, by monitoring these bits each time a

signal (or combination of signals) is received from

the FMD. can determine whether certain conditions

30 have occurred, and if so, whether such conditions

have occurred more than once.

Alternatively, the absolute value of the signals

obtained from the sensors can be included in the

signal 42 as a two or three bit value. These values

35 can then be decoded at the CPU in order to

provide a relative indication of how a particular

parameter has varied since the last signal was

received. The manner of using sensors to accu-

rately detect physiological parameters is well

40 known in the medical art. Such techniques can be

readily applied to the monitoring system herein

described by those skilled in the art.

Referring briefly to Rg. 48, a representation of

the signal 42 (prior to modulating an RF carrier

45 signal) is shown. The signal comprises 16 bits, S0-

S15. Bits SO and S1 are used as start bits. Bits S2-

S6 are identification bits that uniquely identity the

tag (and hence the individual wearing the tag). Bits

S7-S8 are used to signal the sensed temperature;

50 bits S9-S10 signal the level of sensed activity; bits

S11-S12 signal the sensed moisture and/or resis-

tance; bit S13 signals the tamper condition; bit S14

is a parity bit; and bit S15 is a stop bit. Other

patterns of bit assignments could, of course, be

55 used. Further, the length of the bit word could be

shortened or lengthened, depending upon how

much information needs to be transferred.

Referring next to Figs. 5 and 6, a perspective

9
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view and block diagram of a simplified embodiment

of the FMD 40 is illustrated. This simplified em-

bodiment can be used where the particular moni-

toring application does not require extensive intel-

ligence or back-up circuitry at the remote area 32.

The unit is simplified to save cost and to facilitate

manufacture. It is still a microprocessor-based de-

vice having a simple microprocessor circuit 91

therein (although it is contemplated that the logic

functions performed by the microprocessor circuit

could eventually be built for less expense using

custom LSI or MSI circuits). However, it has little if

any memory capability. The basic components

used in the simplified FMD include a simple RF
transmitter 92, an RF receiver 94, a small but

efficient antenna 97 for the appropriate RF fre-

quency range, a wall transformer unit 96, and a low

cost plastic case 98. A pair of standard telephone

quick disconnect terminals 100 and 102 provide for

a quick easy connection with a standard telephone

line 103 and telephone 104.

The FMD of Rgs. 5 and 6 is a "dumb" device

that only interrogates the tag units 44 when the

CPU 34 (or the CPU 39) on the other end of the

telephone line (or other communication link) re-

quests that such interrogation occur. Hence, the

CPU 34 (or 39) at the agency -site does all of the

data management .and processing, and the FMD 40

is just a conduit through which requests are passed

to the tag units from the CPU, and data is passed

to the CPU from the tag units. As shown in Fig. 6,

the electronic circuits of this simplified FMD in-

clude a transmitter 92, a receiver 94, a power

supply (wall transformer) 96, a modem 99, and

some logic circuits 91 (typically realized with an

inexpensive microprocessor circuit or equivalent).

Further, there is some limited ROM memory 106

wherein a unique identification code is permanently

stored. Also, additional ROM and some RAM, as

required for the particular application, may be ad-

ded to the device by means of a removable pro-

gram module 41

.

In operation, the simplified FMD 40 of Figs. 5

and 6 is hooked up between the telephone line 103

and the telephone 104.. This arrangement allows

the unit to "steal" the first ring and look for a signal

from the CPU. If there is no signal, the unit will

allow subsequent rings to go through and operate

the telephone in conventional manner. Such opera-

tion assumes, of course, that a telephone signal

can be sent down the telephone line 1 03 while the

telephone is ringing and still "on hook." If this

cannot be done, then all telephone calls must be

answered and tested to see if the call is for the

FMD. If not, the FMD hangs up and does not

answer the next call if it occurs within 60 seconds.

Such logic, or equivalent logic, must be built-in to

the particular program (e.g., the program module

41) used to control the microprocessor 91. If the

call is answered by the FMD, and it is verified that

the call is for the FMD from the CPU, the transmit-

ter 92 and receiver 94 of the FMD are connected to

5 the modem 99. The CPU then sends the proper

digital codes to interrogate a tag. The tag responds

by sending back its signal through the FMD to the

CPU. The intelligence to do this whole operation

resides in the CPU, not in the FMD.

w The ideal range between the FMD and a tag

unit 44 is around/15 metres (50 feet). The minimum

distance around 3 metres (10 feet) the typical dis-

tance from a wrist unit to the FMD while an individ-

ual is in bed.

(5 As is evident from the above description of the

simplified FMD, additional memory capacity and

program capabilities can be readily added to the

FMD by means of the program module 41. A
desired program module 41 is optionally inserted

20 into the simplified FMD at the manufacturing fa-

cility, or by authorized field personnel. Additional

features that may be included within the FMD
include the ability to store and log information

received from the tag units, and to subsequently

25 download such data to the CPU at the time of the

next CPU telephone call. Further, the FMD can be

configured to immediately initiate a telephone call

to the FMD in the event a tamper condition is

detected. The FMD itself is tamper protected by

30 incorporating a suitable switch, such as a micro-

switch, inside of its case 98 that is automatically

opened whenever the back of the case is removed.

Additional, more sophisticated, tamper protection

circuits can be incorporated into the FMD as the

35 need arises. For example, FMD tamper circuits

may detect power failures, attempts to unplug the

telephone line, or physical movement of the FMD.
Similarly, the FMD can be equipped with a battery

backup power source so that in the event of a

m power failure, it can still operate and provide the

necessary communication link between the host

CPU and the tag device(s).

As is evident from the above description, the

"dumb" FMD device can be made relatively

45 "intelligent" through the addition of removable

memory and programs contained within the pro-

gram module 41

.

However, the preferred embodiment is to keep

the FMD device simple so that its primary function

so is that of relaying commands and data between the

tag unit and the host CPU. In this way, all of the

"intelligence" can reside at the host CPU, where

different programs and capabilities can readily be

added or subtracted to the system by merely load-

55 Ing and operating different application programs.

The host CPU comprises CPU hardware and

CPU software. The CPU hardware is preferably

realized using a product family of commercially

10
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available CPU's, such as the IBM II line of persona)

computers, based on the 386 processor and using

the OS/2 operating system. (Other CPU product

lines, ranging from mini-computers to microcom-

puters, could, of course, also be used.) The CPU

should be on the leading edge of technology in

order to minimize the threat of obsolescence and

to allow for an increase in performance by address-

ing additional memory, I/O ports, networking, pe-

ripherals, (hard disk drives, floppy disk drives, tape

drives, printers, modems, etc.) and a

multiuser/multitasking operating system.

The CPU software is advantageously categoriz-

ed into several different submodules, or directories,

as illustrated for example in Fig. 7.. Not all possible

software submodules are illustrated in Fig. 7; but

sufficient are illustrated to teach the flexibility that

is available to the system of the present invention.

As shown in Fig. 7, at a first level, two basic

country software modules are available: (1) United

States, and (2) Foreign. (In this case, "Foreign" is a

generic term that refers to software modules that

will be available for each country, depending upon

the needs and requirements of a particular coun-

try.)

Assuming that a United States submodule is

selected, Fig. 7 shows that various "agency" soft-

ware modules can be selected at a second level.

For example, there may be a software module for

the Federal Government, State Government, Coun-

ty Government, the Sheriff's Department, or Half-

way Houses. If, for example, the "County" software

module is of interest, Fig. 7 illustrates seven further

software submodules that are available: (1) Proba-

tion; (2) Parolee; (3) Pretrial Bond; (4) Driving Un-

der the Influence (DUI); (5) Work Release; (6) Juve-

nile Department; and (7) Institutions. While many of

these submodules will share common characteris-

tics, each has its own unique requirements suffi-

cient to justify a separate software submodule.

The next level of software submodules iden-

tified in Fig. 7 relates to the different type of

technologies that may be used to achieve the de-

sired monitoring function. For example, in addition

to the presence/absence type of monitoring that is

done in the prior art using RF signals, the present

invention contemplates, in addition to or in com-

bination with presence or absence detection, al-

cohol detection, voice identification, or fingerprint

identification. (It is noted that both voice identifica-

tion and fingerprint identification can be achieved

by matching a voice or fingerprint signal with a

representative template signal that is stored in

ROM memory.) Further, as indicated above, the tag

of the present invention may be a transponder type

of tag (as opposed to a transmitting type of tag), in

which case a different software module will be

required. Further, various tracking software mod-

ules may also be used to allow the system to track

a tag wearer, either within an institution (as an RF

transmitting tag comes within range of strategically

placed FMD units throughout the institution), or

5 throughout a much larger area, such as could be

achieved with satellite tracking.

Finally, Fig. 7 depicts several optional or add-

on types of software submodules that could be

optionally included within the monitoring system of

io the present invention. These include a case man-

agement submodule (to aid in the management of

a particular individual, including keeping historical

data readily available); a graphics package and

reports submodule; an accounting/billing submod-

is ule, a networking submodule to tie together mul-

tiple CPU's within a single agency: a networking

submodule for use by multiple agencies; and a

networking submodule to tie together several termi-

nals within a single institution with a single CPU.

zo Figs. 3A and 8B illustrate representative soft-

ware and hardware configurations for the monitor-

ing and identification system of the present inven-

tion. These are divided into four classifications: Low

End; Medium Range; Large; and 'Institutions. How-

25 ever, it is to be emphasized that even these clas-

sifications are merely exemplary. One of the signifi-

cant advantages of the present invention is its

flexibility, ailowing it to be configured into a very

large number of configurations, one of which will

30 best fit a particular application. For example, for a

low risk offender, it is probably sufficient to employ

a transponder tag (i.e., one that transmits a signal

only upon request), a single FMD at each of-

fender's home, and a single CPU with standard

35 peripherals (monitor and printer) at a desired re-

mote monitoring site. The software needed by such

a system would be an agency software submodule

that utilizes a simple transponder program (e.g.,

verifying that the individual is at a specified loca-

40 tion at a prescribed time, such as at home in bed

after a specified curfew hour), and a basic report

generating program.

For a more serious offender, the needed hard-

ware might include an RF transmitting tag for each

45 offender (one that periodically transmits an identify-

ing signal) having tamper detect functions; one or

more FMD's at critical locations so that the pres-

ence or absence of the individual at the specified

locations could be monitored, and so that the

so whereabouts of the individual could be tracked

relative to these locations; and at least one host

CPU at a central location. In such a case, the

software submodules loaded into the host CPU

might include a software submodule that allows

55 tracking from any of a plurality of monitors net-

worked with the host CPU by the supervisory agen-

cy; a more sophisticated report generator, including

graphics capabilities (so that charts and graphs can
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be included in any reports that are generated), as

well as an alarm function that signals any detected

tamper conditions.

As has been indicated previously.the system of

the invention may optionally include the ability to

sense various physiological or physical parameters

of the monitored individual in order to detect if any

alcohol or drugs or other proscribed activities have

occurred. Fig. 9 is a table that depicts how certain

types of activities affect body parameters that may
be monitored. In Fig. 9, a " + " means that a small

increase will likely occur in the measured param-

eter, while " + +
" or " + + +

" indicates a relatively

larger increase will be seen. Similarly, a "-"
in-

dicates a small decrease of the measured param-

eter will likely occur in response to the indicated

activity. A " +
" and a "-" together indicate that the

measured parameter could go either way. A "0"

means there is no change in the measure param-

eter. The posture line shows whether the user is

horizontal, vertical or either.

Thus, referring to Fig. 9 it is seen that body

temperature, for example, will typically decrease

slightly in response to sleeping, eating, taking co-

caine and participating in violent activities. Body
temperature will increase, however, most signifi-

cantly in response to work, and somewhat in re-

sponse to alcohol consumption. Similarly, the heart

rate will increase somewhat in response to eating,

consuming alcohol, taking cocaine, or engaging in

violence; while it will increase significantly in re-

sponse to working. The heart rate will decrease

while sleeping. The other parameters shown in Fig.

8 -leg size, activity, verbal, posture, and blood

pressure-also vary roughly in the manner indicated

as a function of the listed activities.

The monitoring system of the present invention

selectively and optionally utilizes the information of

Fig. 9, and similar known physiological-response

information (now known or subsequently discov-

ered) to detect the likelihood of occurrence of the

listed events. Using known techniques in the medi-

cal and activity sensing art, heart rate, activity and

posture are the easiest activities to sense reliably.

For example, the activity and posture activities

could be sensed using a simple mercury switch

that is placed in the tag unit. Heart rate can be

detected in any number of ways, from using a

simple pressure detector or strain gauge in the

strap or bands of the leg or wrist unit, to measuring

variations in body impedance as explained below in

connection with Fig. 12.

The leg size (or, in more general terms, the

limb size) is known to swell whenever a Vasodilator

such as alcohol is added to the blood stream.

Hence, with reference to Fig. 10, the present inven-

tion detects variations in the size of a limb 75, such

as the leg, by inserting a small balloon 77 on the

inside of the strap 76 used to secure the tag unit

78 to the ankle. In operation, the balloon is occa-

sionally blown up with a very light pressure so as

not to disturb the wearer of the tag but with suffi-

s cient pressure to be able to make an accurate

measurement of the diameter of the limb 75. the

amount of volume added to the balloon providing a

relative measure of the increase or decrease in

size of the limb diameter. Such measurement tech-

w niques are known in the medical art.

Activity can also be sensed using a piezoelec-

tric element , or a type of PVC (plastic) element

that has piezo characteristics. Such a material em-
its an electrical signal whenever a mechanical

<5 stress is applied thereto. Further, the material is

sensitive to heat and generates a voltage if a

temperature change is sensed. (Actually, the tem-

perature change causes the element to physically

expand or contract, and this physical action is a

20 mechanical stress that causes the electrical signal

to be generated.) Hence, by placing a piezo-like

material into the back of the case of the wrist or

ankle unit, or in the strap, small changes in skin

temperature can be sensed.

25 Two possible ways of accomplishing this tem-

perature sensing are illustrated in Figs. 11 A and
11B. In Fig. 11 B the simplest sensing circuit is

shown wherein the piezo element 1 30 is connected

to a series of low noise, high impedance amplifiers

30 132 and 134. The output signal appearing on signal

line 136 thus varies as a function of changes in

skin temperature. If more sensitivity is required, the
'

circuit of Fig. 11 A is used. The circuit of Fig. 11 A is

the same as that of Fig. 11 B except that a signal

35 generator 138 is used to bias the piezo element

130 with an oscillation carrier signal. Changes in

the skin temperature are thus sensed as a modula-

tion of this signal carrier.

Referring next to Fig. 12, a technique for mea-
40 suring or monitoring the pulse rate of an individual

140 is illustrated. This technique usually measures
small resistance or impedance changes of the skin

by placing sensors directly on the chest across the

heart. Alternatively, a sensor can be placed on

«s each arm. This stretches out the placement of the

sensors, but accomplished the same goal. In accor-

dance with the present invention, this same goal is

achieved by placing a signal source on the wrist

and placing a sensor on the ankle (or vice versa),

so as shown in Fig. 12. This allows the heart action to

modulate the signal generated by one unit, which

modulated signal is received by the other unit.

Thus, the receiving unit, such as the ankle unit 44,

acts like an RF receiver tuned to the frequency of

55 the generating unit, such as the wrist unit 33. When
the ankle unit 44 is properly configured, it is able to

detect small changes in the received signal that are

representative of the heart rate, or pulse rate, which

12
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rates are in turn indicative of activity of the individ-

ual 140.

An alternative . technique for measuring the

pulse rate (and possibly the temperature) is to

detect the pulse rate directly at the wrist unit 33

using techniques known in the pulse monitoring art

This data is then transmitted either directly to the

FMD 40 or down to the leg unit through the body,

where the data is included in the identification

information and sent back to the FMD 40.

Other types of sensors can be advantageously

included within either the wrist unit 33 and/or the

ankle unit 44 depending upon the particular needs

of the application involved. If a sophisticated tam-

per circuit is needed, for example, a bone detector

circuit could be included in the tag unit A conven-

tional transducer sends an ultrasonic signal into the

leg or arm and expects to receive an echo signal

back that represents a bone. If the echo signal is

not present, or is not present with the right timing,

the tag unit assumes that a tamper has occurred,

and notifies the CPU (through the FMD) accord-

ingly.

From the above description, it is evident that

the system is an adaptive monitoring and identifica-

tion system that can be configured to suit most any

application. Significantly, the system need not be

limited to applications of the corrections market.

The system also has application in the medical,

security, home health care, and other markets

where monitoring of individuals or objects must be

performed.

A description will now be given of a particular

ADa'ptable Eectronic Monitoring and Identification

System (known as "ADEMIS") and referred to in

the drawings by reference numeral 150. The sys-

tem is depicted, in organisational block diagram

format, in Fig. 13A. This figure, and its accompany-

ing subfigures, Figs. 13B-13D, illustrate the flexibil-

ity of the system, and also serve to teach more

detail about the various ways in which the system

can e configured and supported.

Fig. 13A illustrates the various categories of

subsystems or support areas that are included

within the system. As shown in Fig. 13A, the sys-

tem includes seven main components: (1) host

operating software 160; (2) software application

programs/modules 200; (30 hardware 300; (4) user

documentation 400; (5) maintenance and support

kits 500; (6) installation and training 600; and (7)

system test simulator- 700. Some of these compo-

nents, such as user documentation, maintenance

and support, installation and training, and system

test simulator are not viewed, from an inventive

point-of-view, as essential to operate the invention.

The functional elements of the Invention comprise

simply the hardware 300 and the software 160 and

200. However, these other non-essential elements

are still viewed as important to the long-term suc-

cess , for without them the system would be short

lived from a marketing point-of-view.

In the category of application program

s software/modules 200, Fig. 13B details these re-

quirements for the United States, referred to in Fig.

13B by reference numeral 201. (It is noted that

similar, but different, requirements exist for other

countries, referred to in Fig. 13B by reference

10 numeral 251.) These U.S. software processing re-

quirements 201 include a consideration of the fol-

lowing items: (1) FMD/Host Communications 202;

(2) Database Management 210; (3) User Interface

216; (4) FMD/TMX Communications 220 (where

75 "TMX" refers to an "active" tag unit, e.g., one that

periodically transmits an identification signal that

may or may not contain other information about the

tag and the wearer of the tag as sensed by appro-

priate sensors); (5) Institution 224; (6) ID Unit/Host

20 Communications 230 (where the "ID unit" refers to

a "passive" identification unit that transmits an

identification signal, and/or other identification in-

formation, only in response to an interrogation sig-

nal generated by a host device; and (7) System

25 Recovery Procedures 240. Some of these items

are self-explanatory. Others are described in more

detail below.

Fig. 13B illustrates, for example, that the

FMD/Host Communications 202 can be achieved in

30 several ways. At the top of the list is a standard

telephone link 203. as has been used in the prior

art. Further, in some instances, it would be appro-

priate to establish an Emergency "91 1
" telephone

link 204. Such links are available in most parts of

35 the United States to connect a telephone directly to

an agency that provides emergency services, such

as police, fire, hospital or ambulance. Moreover,

and an especially important type of communication

link in areas where regular telephone service is not

40 fully established, a cellular telephone link 205 can

be established. Further possible links between the

FMD and the host CPU can be established using,

for example, a pager 206, an RF modem 207. or a

cable television (TV) communication link 208. The

« manner and technique for establishing any of these

types of communication links is known to those

skilled in the communication art.

Fig. 13B further identifies, under the category

of FMD/TMX Communications 220, the types of

so software processing requirements that exist in view

of the different kinds of information that are sent

from the tag, or TMX, and the FMD. A typical

signal from the tag unit simply identifies whether

the tag is present or absent (221). However, as has

55 been discussed, other information can optionally be

made available, including the bioelectronic or bio-

metric detection of drugs or alcohol (222).

Fig. 13B also illustrates a feature, not pre-

13
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viously discussed in detail. That is, it is contem-
plated that for some applications (230) the tag unit

may communicate directly with the host CPU,
thereby by-passing the FMD. For example, the tag

may be configured to function primarily as a pas-

sive transponder device (232), including the capa-
bility of transmitting an identification signal of suffi-

cient strength to be picked up by a receiver circuit

coupled to the CPU, in response to a trigger signal

received from a transmitting circuit coupled to the

CPU. Such a feature is most useful in a "tracking"

application, in which case the receiving and trans-

mitting circuits used by the CPU comprise an RF
Tracker unit of a type known in the art. Further,

programmed contact (234) with the wearer of the

tag may provide useful biometric or other informa-

tion that further serves to identify the wearer of the

tag. For example, electronic voice verification

(235), electronic identification of fingerprints (236),

video signals (237), acoustic identification (238)

and breath analyzer signals (239) could all be used
to provide a more positive identification of the

wearer of the tag and his or her condition. The
techniques for generating such biometric signals

e.g., electronic voice, acoustic, video and finger-

print identification signals, as well as electronic

breath analysis signals, are known in the art.

Fig. 13B also illustrates the flexibility of the

system 150 relative to the various user interface(s)

(216) that could be employed. For example, while It

is contemplated that different CPU's could be net-

worked together (217), thereby allowing the operat-

ing software (160) and the application software

(200) to be easily shared between such units; this

software is written in such a way that it can be
easily ported (218) from one device to another

through the use of removable magnetic storage

media, such as floppy disks or cassette tapes,

optical disks, or other equivalent data transfer me-
dia. Such transfer of the software can advanta-

geously occur, with minimum interface difficulties,

even though the CPU hardware at the receiving

location may present an entirely different hardware

configuration than the hardware configuration

present at the source location, i.e.. even though the

hardware systems may be generally thought of as

"incompatible" systems.

Fig. 13C details the various hardware compo-
nents or subsystems (300) that may be optionally

included as part of the system 150. These compo-
nents include a host CPU 302, an FMD 320, an
identification unit or tag 330, an RF tracking system
340, and/or a satellite tracking system 350.

The CPU 302 may be of conventional design,

and typically includes a processing unit (303),

monitor and keyboard (304), a printer (306), a hard
disk (308), one or mode floppy disk drives (310), a
modem (309), and a tape backup system (311). For

example, the basic processing unit (303) may be
an 80386 based system, such as the IBM II, or
Compaq, or numerous other equivalent processors.
The hard disk storage unit (308) may include 20-40

5 Mbytes of hard disk storage, which units are avail-

able from numerous manufacturers.. The floppy

drive (310) can be selected to have a desired

storage capacity, ranging from 360 Kbytes to 2.4

Mbytes, in a suitable size (such as 3.5 or 5 and 1/4

10 inch diskettes). The other peripheral equipment
(306. 309, 311) can be any commercially available

equipment -printers, modems, monitors, data bac-
kup systems, etc.- that is readily available in the

computer market.

75 The host operating system (160, Fig. 13A)
used with the host CPU (302, Fig. 13C) is prefer-

ably OS/2; but an MS-DOS operating system could

also be used. The use of either operating system is

well known and documented in the art. Moreover,
so both operating systems are more-or-less compati-

ble with each other, thereby allowing the bulk of

the application programs (which programs form the

basis of most the software modules used with- the

system) to be used without modification regardless

25 of which operating system is used. Alternatively, if

a Macintosh II hardware configuration is used, a
UNIX operating system can be utilized for the

system.

Finally, Fig. 13D illustrates additional detail as-
oo sociated with the user documentation (400), main-

tenance and support kits (500), installation and
training (600), and system test simulator (700) of

the system 150. As has been explained, these
areas are considered as additional enhancements

35 to the main components (hardware and software) to

help ensure that the system is used and main-
tained properly and successfully. A detailed under-
standing of these areas is not necessary in order to

understand and practice the present invention. Ac-
io cordingly, no further detail concerning these areas

will be provided herein. That which is presented in

Fig. 13D is believed to be self-explanatory.

As is evident from the above descriptions, the

system provides a great deal of flexibility in how it

45 is configured and operated. Key to this flexibility

are the application programs, or software modules,
that control the operation of the system. The re-

quirements for such programs or modules were
discussed previously in connection with Fig..13B.

so Much of the detail of such programs depends upon
the particular configuration that is selected. How-
ever, in general

, such programs or software mod-
ules define the basic operation for a given applica-

tion, call common subroutines as required, initiate

55 contact with and/or respond to interrogation signals

from the FMD, perform basic processing steps with

data obtained from the tag units through the FMD,
and perform other functions that are more-or-less

14
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common to most of the configurations contem-

plated by the system. It is submitted that those

skilled in the art given the description of the sys-

tem presented herein, could write such application

software programs for a particular application as

the need arises.

Claims

1. A Personnel monitoring system (30) for

monitoring the compliance of a designated individ-

ual with a prescribed activity comprising sensing

means (43) carried by the individual in a tag (44)

for sensing whether the individual is engaging in

said prescribed activity; transmitting means (84)

carried by the individual and coupled to said sens-

ing means for transmitting a unique identifying sig-

nal (42) that indicates whether the occurrence of

said prescribed activity has been sensed since said

unique identifying signal was last transmitted; local

receiving means (40) for receiving and preliminarily

processing said identifying signal, including logging

the time periods during which each unique iden-

tification signal is received; remote processing

means (34) for interrogating said local receiving

means on a regular basis and for receiving there-

from the preliminarily processed and logged data

relating to said identifying signal received by said

local receiving means since said remote process-

ing means was last interrogated by said remote

processing means, and for further processing and

interpreting said preliminarily processed and

logged data; and report generating means (34, 36,

48, 50) within said remote processing means for

generating a report that indicates the time periods

during which the individual engaged in the pre-

scribed activity.

2. A personnel monitoring system as claimed

in Claim 1 , wherein said local receiving means (40)

includes means for receiving a unique identification

signal (42) from each of a plurality of transmitting

means carried by a plurality of individuals being

monitored, each of said plurality of transmitting

means having a respective sensing means asso-

ciated therewith for sensing whether a prescribed

activity has occurred relative to the particular in-

dividual carrying the sensing means.

3. A personnel monitoring system as claimed

in Claim 2. wherein said local receiving means (40)

includes a receiving circuit (94) for receiving and

holding said unique identifying signal; a micropro-

cessor circuit (91) coupled to said receiving circuit

for processing said received unique identifying sig-

nal as directed by a program stored in a first

memory circuit (41), said processing including the

generation of a data word that represents the in-

formational content of said unique identifying sig-

nal, and said processing further including the gen-

eration of an address word that represents a loca-

tion where said data word is to be stored; and said

first memory circuit (41) comprising a removable

s memory circuit that is coupled to said microproces-

sor circuit and that is configured for storing pro-

gram instructions that direct said microprocessor

circuit (91) how it is to process said unique iden-

tification signal, whereby said first memory circuit

io (41) can be readily replaced with another memory

circuit containing a different processing program.

4. A personnel monitoring system as claimed

in any preceding claim, wherein said local receiv-

ing means (40) is telecommunicatively coupled to

»5 said remote processing means (34) by way of a

telephone line (36).

5. A personnel monitoring system as claimed

in any one of Claims 1 to 3, wherein said local

receiving means (40) is telecommunicatively coup-

20 led to said remote processing means (34) by way

of a cellular telephone link.

6. A Personnel monitoring system as claimed

in any one of Claims 1 to 3, wherein said local

receiving means (40) is telecommunicatively coup-

25 led to said remote processing means (34) by way

of an RF modem.

7. A personnel monitoring system as claimed

in any one of Claims 1 to 3, wherein said local

receiving means (40) is telecommunicatively coup-

30 led to said central processing means (34) by way

of a cable television link.

8. A personnel monitoring system as claimed

in any preceding claims, wherein said prescribed

activity that is sensed by said sensing means (43)

35 identifies whether the individual has consumed

drugs.

9. A personnel monitoring system as claimed

in any one of Claims 1 to 7, wherein said pre-

scribed activity that is sensed by said sensing

40 means (43) identifies whether the individual is in a

horizontal position.

10. A personnel monitoring system as claimed

in any one of Claims 1 to 7, wherein said pre-

scribed activity that is sensed by said sensing

45 means (43) identifies whether the individual is

physically active.

1 1 . A personnel monitoring system as claimed

in any one of Claims 1 to 7, wherein said pre-

scribed activity that is sensed by said sensing

so means (43) identifies whether the individual is

sleeping.

12. A personnel monitoring system as claimed

in any one of Claims 1 to 7, wherein said sensing

means (43) includes means for measuring the skin

55 temperature of said individual.

13. A personnel monitoring system as claimed

in any one of Claims 1 to 7, wherein said sensing

means (43) includes means for measuring the heart

15
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rate of said individual.

14. A personnel monitoring system as claimed

in any one of Claims 1 to 7, wherein said sensing

means (43) includes means (77) for measuring

changes in the diameter of a limb (75) of said s

individual.

1 5. A personnel monitoring system as claimed

in any one of Claims 1 to 7, wherein said sensing

means (43) includes means for measuring the rela-

tive content of skin perspiration of said individual. 10

16. A personnel monitoring system as claimed

in any one of Claims 1 to 7, wherein said sensing

means (43) includes means for electronically mea-
suring a fingerprint of said individual.

17. A personnel monitoring system as claimed rs

in any one of Claims 1 to 7, wherein said sensing

means (43) includes means for electronically mea-
suring the breath content of said individual to de-

termine if said individual has been drinking al-

coholic beverages. 20

18. A personnel, monitoring system as claimed

in any preceding claim, including a plurality of

software program submodules adapted to be trans-

ferred to said remote processing means (34), each

one of said software program submodules compris- 2s

ing a control Program that can be selected for use

by said central processing means (34) for the pur-

pose of controlling the system for a particular ap-

plication.

35
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